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Abstract— In-depth consideration and evaluation of security
and resilience is necessary for developing the scientific
foundations and technology of Cyber-Physical Systems (CPS).
In this demonstration, we present SURE [1], a CPS
experimentation and evaluation testbed for security and
resilience focusing on transportation networks. The testbed
includes (1) a heterogeneous modeling and simulation integration
platform, (2) a Web-based tool for modeling CPS in adversarial
environments, and (3) a framework for evaluating resilience
using attacker-defender games. Users such as CPS designers and
operators can interact with the testbed to evaluate monitoring
and control schemes that include sensor placement and traffic
signal configuration.
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I. SUMMARY

The fundamental feature of the SURE testbed is to support
design and evaluation of networked CPS focusing on security
and resilience in the presence of cyber attacks. The testbed
integrates (1) a modeling and simulation integration platform
called Command-and-Control Wind Tunnel (C2WT) [2] and a
web-based collaborative (meta) modeling tool called WebGME
[3]. Although the testbed can be customized for different
applications and evaluation of various algorithms, this
demonstration focuses on urban transportation networks and
evaluation of resilient monitoring and control using attacker-
defender games.

C2WT is a model-based integration framework for
heterogeneous and distributed simulations and supports rapid
design, synthesis, and evaluation of distributed simulations. In
this testbed, C2WT provides an integration framework for the
SUMO traffic simulation [6] and the OMNeT++ network
simulator [7]. WebGME [3] is a novel, web- and cloud- based
collaborative, scalable, and extensible (meta) modeling tool
developed recently at our institute. It supports the design of
Domain-Specific Modeling Languages as well as creation of
corresponding domain models. It also provides a fine-grained
version control of models. All design and evaluation tasks
require only a web-browser.

SURE is used to evaluate resilient monitoring and control
algorithms. Specific examples that have been already
developed include: (1) Resilient observation selection where a
Gaussian process regression model is used to determine sensor
locations that are resilient to DoS attacks [4] and (2) resilient
traffic signal configuration to minimize the congestion impact
of tampering attacks [5]. Fig. 1 shows the web interface of the
SURE testbed for evaluating observation selection strategies on
the road network around the Vanderbilt University campus.

Fig. 1. lnteractve web-based interface for SURE [1]
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