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Smart appliances, or Internet of Things devices, participate
autonomously in electricity markets and improve grid
efficiency, but their remote access and control capabilities
also introduce vulnerabilities. We show how an adverse
generator can manipulate market clearing prices and
propose mitigation strategies to correct the impact.

he power grid is undergoing a modernization

process to improve efficiency, resiliency, and

reliability. Some innovations, such as transac-

tive energy (TE), focus on improving the partici-
pation of users. TEisa distributed management approach
in which smart appliances, or Internet of Things (IoT)
devices, participate autonomously in electricity mar-
kets. Thus, appliances can adjust their demand to reduce
system stress and support renewable resources inte-
gration. However, the introduction of IoT devices also
brings new vulnerabilities to the power grid.
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Research on power system security has focused
mainly on the utilities’ cyber risks, for instance, attacks
that target critical elements such as generators and sub-
stations, among others.? Indeed, some hacker groups
have targeted corporate networks to access critical
equipment. For example, in 2015, Ukraine’s utilities suf-
fered a cyberattack that exposed their control networks
and allowed external access to workstations that ran
circuit breakers.>

The attacks experienced so far have had a relatively
limited impact (for example, the attacks against Ukraine
lasted 6 h and did not damage critical components), which
suggests there are significant challenges to compromising
control networks and causing long-term damage. For this
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reason, adversaries can design attacks
to target less secure elements such as
IoT devices.

Cyber risks from vulnerable custom-
er-side devices differ in some aspects
from utilities’ cyber risks. First, adver-
saries can compromise a large number
of IoT devices, rather than targeting
critical components. Although these
devices individually do not pose threats
(the power system is robust and can
withstand the failure of individual gen-
erators), their coordinated actions can
create significant disturbances.*> Sec-
ond, utilities cannot address these vul-
nerabilities directly because the devices
belong to third parties (customers).

the attack model and defense strategy
on a realistic distribution system. For
this purpose, we develop a design studio
that extends GridLAB-D to evaluate the
resiliency of power grids against cyber
and physical attacks.”

ELECTRICITY SYSTEM

Power systems have three main sub-
systems: generation, transmission, and
distribution. The generation subsystem
includes sources of electricity, such as
hydro or thermal generators, often scat-
tered over large geographical areas. The
transmission and distribution infra-
structures connect generators with cus-
tomers but differ in a few key aspects:

ADVERSARIES CAN DESIGN ATTACKS
TO TARGET LESS SECURE ELEMENTS
SUCH AS loT DEVICES.

Other risks come from adversaries
that seek personal profit rather than
harm to the system. Some works have
shown that agents can profit from
exploiting vulnerabilities in the mar-
ket’s infrastructure, for example, tam-
pering with sensor measurements or
price signals sent by the utilities.®”’

In this article, we analyze possible
cyber risks for TE introduced by an inse-
cure IoT. Specifically, we show how an
adverse generator (or seller) profits by
manipulating bids from smart appli-
ances. We express the adversary’s goal
as a function of the bids originally sub-
mitted to the market. Thus, the adver-
sary can achieve its ideal goal through
what is known as a false data injection
attack. We also propose a defense strat-
egy that modifies some bids to mitigate
the impact of the attack.® We validate
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the transmission system carries energy
across large distances using high-voltage
transmission lines, while the distribution
system reduces the voltage and deliv-
ers energy directly to customers. In this
article, we describe how power systems
operate and highlight innovations that
improve their efficiency and reliability.

Electricity markets

Power systems try to allocate resources
(energy and capital) in an efficient way,
that is, creating the highest social sat-
isfaction. For this task, the power sys-
tem uses market mechanisms such as
auctions. An auction first collects bids,
which specify the trades that agents
would approve. Here, we consider auc-
tions that request the marginal valu-
ation and marginal cost functions of
buyers and generators, respectively.

Thus, each bid gives information about
the benefit that each agent receives
from a transaction. In a second stage,
the auctioneer determines the market
equilibria, that is, the transactions that
maximize system efficiency. Many elec-
tricity markets trade energy using a sin-
gle price, called the market clearing price,
which balances demand and supply.
Power markets usually use what is
termed social welfare, the aggregated
benefit of all participants, as their effi-
ciency metric. Some celebrated results
from economics show that competitive
markets incentivize efficient dispatch
(an operation that maximizes social
welfare) because generators must offer
energy at prices close to their marginal
costs. Therefore, the demand is served
with the lowest cost. In our analysis, we
consider anideal market in which agents
cannot get better profits modifying their
own bids (in other words, exercising
market power). However, we will show
how an adverse generator can profit by
modifying the bids of others.
Electricity systems often use two
markets: the day ahead market (DAM)
and the real-time market (RTM). The
DAM plays a crucial role in planning
future operation of the power system. In
particular, the DAM accepts bids of sup-
ply or demand for a future period (such
as the following day) and produces com-
mitments that buyers and sellers must
fulfill. In this way, generators can pre-
pare in advance for their operation.
RTMs complement DAMs by cor-
recting imbalances between demand
and generation during the actual oper-
ation. For example, if a seller cannot
provide the contracted energy, the sys-
tem operator must purchase energy
from other sellers that participate in
the RTM. Likewise, if a buyer uses more
(or less) energy, then the system opera-
tor buys (or sells) energy in the RTM. In
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general, the RTM accepts bids of supply
or demand to correct deviations in DAM
commitments during the next hour.

The operation of the power system
has several constraints. For instance,
the system’s components can gener-
ate or carry a limited amount of power
and operate at specific voltages and fre-
quencies (e.g., 50 or 60 Hz). The power
grid needs a balance between genera-
tion and demand to maintain frequency
within acceptable levels. However, this
is a nontrivial task because demand and
generation change in response to exter-
nal factors such as the weather or the
system’s faults. For these reasons, elec-
tricity markets need a central authority
that monitors the system and enforces
reliable allocations, in other words,
allocations that comply with the phys-
ical constraints of the system.

In general, an independent system
operator (ISO) manages both DAMs and
RTMs and maintains short-term system
reliability. The process of finding the most
efficient operation, while avoiding vio-
lations of physical constraints, is called
economic dispatch. The ISO monitors the
grid’s operation and executes control
actions (such as adjusting the generator's
production or connecting or disconnect-
ing loads) through supervisory control
and data acquisition (SCADA) systems.

TE

In general, customers do not partici-
pate (bid) directly in markets; instead,
they purchase electricity from utilities
at fixed prices. In this way, customers
delegate to a third party a number of
complex tasks, such as deciding bids,
following the ISO’s commands (for
example, regulating consumption), and
compensating generators. As a result,
customers disengage from the mar-
ket's activity, leading to inefficient oper-
ations. For instance, customers who ignore

electricity prices miss opportunities to
reduce costs by consuming less energy
during periods with high prices.

The power grid is undergoing a mod-
ernization process that enhances the
coordination of users to avoid ineffi-
cient outcomes and support the integra-
tion of renewable resources. In general,
the mechanisms to coordinate users,
also called demand management systems,
use economic incentives to shape user
demand. For example, direct load con-
trol programs compensate users who
turn off their loads when the system is
under stress. Other schemes, such as
real-time pricing, time of use, and criti-
cal peak pricing, design prices to induce
changes in consumption, such as reduc-
ing demand peaks.'®

TE is a distributed management ap-
proach in which users participate in the
market by trading energy and similar
ancillary services.' Unlike other demand
management systems, TE implements
a two-way communication between sup-
pliers and customers. This approach
reduces load uncertainties loads because
customers who participate in the market
reveal information about their future
consumption.

TE relies on transactive controllers,
which bid in the market and regulate the
demand of appliances based on market
dynamics and owner preferences. For
example, transactive controllers can pre-
pare for periods with high demand (and
high prices) by turning on the air condi-
tioning systems when the prices are low
(storing energy in thermal form). In this
way, users can reduce costs at the expense
of some degree of discomfort (some devi-
ation from the desired temperature).

VULNERABILITIES OF THE
POWER SYSTEM

In recent years, some sophisticated cyber-
attacks have exploited vulnerabilities

in SCADA systems to degrade the oper-
ation of critical infrastructures. In 2015,
Ukraine suffered the first confirmed
cyberattack designed to cause power
outages.> The adversaries first pene-
trated the corporate network of some
power companies and then proceeded
to steal credentials to access the com-
panies’ SCADA networks. The attackers
then compromised operators’ worksta-
tions, which allowed them to manually
open circuit breakers. Ukraine suffered
a second attack in 2016, but this time
the attackers automated their actions
using a malware called Crash Override.
This malware automatically located
control equipment and sent commands
to switch the power flow on and off.

Experts believe that nation-states
undertake most of the attacks against
critical infrastructures. In particular,
Thales and Verint!? found 24 groups
targeting the energy sector of 106 coun-
tries. However, despite the large num-
ber of skillful and motivated attackers,
only two groups have created infra-
structure failures: the Equation group,
author of the Stuxnet malware, and the
Sandworm team, responsible for the
blackouts in Ukraine.'?

The low number of successful attacks
against power systems suggests sig-
nificant challenges in compromising
SCADA networks. Besides, power grids
are resilient to failures.” For this rea-
son, the attacks witnessed so far had a
relatively limited impact (for example,
the attacks against Ukraine, as noted
previously, lasted 6 h and did not dam-
age critical components). Nevertheless,
adversaries can exploit other power sys-
tem vulnerabilities.

The modernization of the market
infrastructure and the introduction of
IoT devices create new threats for the
power grid (see Stellios et al.** for a sur-
vey on attacks enabled by the IoT). As
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Soltan et al.% explain, adversaries can
exploit vulnerabilities in the IoT to tar-
get customer side components, such as
smart meters, appliances, end-user gen-
eration systems (solar panels), and elec-
tric vehicles.

Threats on customer-side devices dif-
fer in some ways from threats on SCADA
systems. First, adversaries can com-
promise a huge number of IoT devices,
exploiting their poor security prac-
tices, rather than target critical compo-
nents, like the attacks against Ukraine.

simplicity, we assume that the adversary
addresses these restrictions, regulating
its attack to cause small deviations from
the typical system operation.

We see the attack as a way to change
the optimization problem solved in
the economic dispatch. Specifically, the
adversary designs its attack so that the
economic dispatch maximizes what is
called a biased welfare function. Unlike the
social welfare function, which gives equal
weight to all agents, the adversary's effi-
ciency metric is biased toward itself. As a

THE MODERNIZATION OF THE
MARKET INFRASTRUCTURE AND THE
INTRODUCTION OF loT DEVICES CREATE
NEW THREATS FOR THE POWER GRID.

Although IoT devices individually do
not pose threats (the power system is
robust and can withstand the failure
of individual generators), their coordi-
nated actions can create significant dis-
turbances, resembling the Mirai botnet,
which used IoT devices to launch unprec-
edented distributed denial-of-service
attacks.' Second, utilities cannot address
these threats directly, such as by protect-
ing the devices, because they belong to
third parties (customers).

ATTACK MODEL

We consider an adverse generator that
exploits TE technology to change the
market’s equilibria and profit. In this
case, the adversary has some restric-
tions. First, the attacker must prevent
operation states that harm its own assets.
Second, a successful attack must remain
undetected long enough to generate
profits, in other words, to guarantee that
the benefits exceed the attack’s costs. For
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result, the economic dispatch would select
equilibria that prioritize the adversary's
benefit. In this case, the adversary can reg-
ulate the attack’s impact by selecting the
weights of the biased welfare function (see
more details in Barreto and Koutsoukos.®)

Recall that the optimal equilibria
maximize the social welfare, which
depends on the bids submitted by agents.
This implies that an attack on the bids
can change the market’s equilibria.
However, as discussed previously, the
attacker can get no benefit changing
only its own bids. For this reason, the
adversary compromises smart appli-
ances to change their bids in a way such
that the economic dispatch maximizes
the biased welfare function.

We leverage the market’s equilibria
conditions to find an optimal false data
injection attack on the bids. In this case,
the attack raises the price offered by
buyers, signaling a higher willingness to
pay for energy. Particularly, the optimal

attack modifies the original bid, add-
ing a term proportional to the market
clearing price and the attack’s impact
(the additional weight for the attacker
in the biased social welfare). Roughly
speaking, the adversary needs the mar-
ket clearing price to regulate the impact
of the attack; however, such informa-
tion is unknown at the moment of the
attack. For this reason, we approximate
the attack using the clearing price from
the previous period (we assume that
the price does not change significantly
within consecutive time periods). In
this way, the adversary adapts its attack
dynamically to the system’s state.®

Figure 1illustrates the operation of the
market with an attack. First, buyers and
sellers submit their bids (that is, demand
and offer curves) to the ISO; however, an
adversary modifies at its convenience the
bids of buyers. Then every few minutes,
the ISO measures the system state (cur-
rent load) and computes the market equi-
libria (the best allocation of resources and
the price) based on the bids received. Once
the one hour period finishes, the ISO cal-
culates the payments (settlement) for each
agent that participated in the market.

This attack strategy has several ad-
vantages. First, the adversary can deny
responsibility for the attacks because it is
difficult to attribute authorship to cyber-
attacks. Second, attacks with a small
impact can avoid detection and also pre-
vent system failures that might damage
the adversary’s assets. Third, unlike other
attacks that target sensors,” our adver-
sary does not need detailed information
about the physical structure of the power
system (for example, the grid's topology)
because the economic dispatch has taken
that information into account to find the
optimal operation. Fourth, the adversary
needs neither to access the corporate net-
work nor to compromise well-secured
critical elements.
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MITIGATION

It is difficult to deal with false data
injection attacks that targetbids. Cyber-
security mechanisms may fail because
IoT devices, which allow remote access
and control, often have poor security
practices. Thus, although secure com-
munications (such as encryption) pro-
tect the integrity of messages (that is,
the bids), the attacker can still compro-
mise the transactive controllers that
submit them. Moreover, it is difficult to
assess the bids’ legitimacy because they
change dynamically as a response to
external factors (like the temperature
or the user’s needs). Hence, the system
operator may fail to identify anomalies.

Since cyberattacks cannot be pre-
vented, we propose a strategy to miti-
gate their impact. Concretely, we remove
some of the bids that offer the highest
prices to signal a lower need for energy.
Thus, the mitigation strategy reduces
the market clearing price to compen-
sate for the effect of compromised
bids. The auctioneer needs some infor-
mation about the attack to select the
appropriate number of bids to drop. In
other words, the ISO must estimate the
impact of an attack to design the correc-
tive actions.

We assume that the auctioneer can-
not identify the bids compromised and
ignores their original values. However,
we assume that the ISO has historical
data about the bids and that it can esti-
mate the proportion of compromised
devices (such as through audits). With
such information, we can estimate the
impact of an attack, that is, the expected
increment in the equilibrium quantity
(the total energy traded). In the estima-
tion, we assume worst-case scenarios
because we ignore the precise attack
on each bid. The ISO then chooses the
number of bids to drop to correct the
attack’s effect.

VALIDATING TE MODELS

Validations of TE models face several
challenges due to the complexity of the
power grid infrastructure and uncertain
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behavior of customers. Although the
theory of electricity systems and markets
has a strong theoretical background, itis
difficult to assess the performance of
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systems with many diverse components.
For this reason, it is necessary to rely on
detailed power systems simulators.

We use GridLAB-D'® to simulate
the operation of transactive controllers

because it includes detailed models that
take into account different factors, such
as the energy price, weather, and cus-
tomer's preferences. Moreover, Grid-
LAB-D has been used to estimate the

Economic Impact of Attacks
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FIGURE 3. The economic impact of the attack for both customers and sellers as a func-
tion of the attack intensity A. The customer’s losses exceed the seller’s benefit.
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impact of pricing schemes and was also
used to develop the transactive control
system for the AEP Ohio gridSMART
demonstration project.17

We developed a design studio that
extends GridLAB-D to evaluate the
resiliency of power grids against cyber
and physical attacks.”'® The design
studio provides a cloud-based graph-
ical environment to edit and simulate
power grid models. For each attack
scenario, we schedule events that mod-
ify the attributes of objects according
to the attack strategy. In our case, we
create events that modify the bids of
smart appliances. Since we define the
attacks through the design studio, it is
not necessary to modify or create mod-
ules within GridLAB-D.

Market model
In an ideal market, the participants bid
their supply or demand function; how-
ever, markets, in practice, restrict the
form of the bids. For example, some mar-
kets assume that the cost functions are
quadratic and allow bidders to choose
some coefficients.!” Likewise, Grid-
LAB-D uses a simplified market model
that accepts piecewise linear functions
described with two quantities: the max-
imum capacity to either consume or
produce energy and the unitary price
accepted (or charged). The auction for-
mat restricts the adversary's strategies
because it cannot send an arbitrary func-
tion. Nonetheless, the adversary still
can implement a nearly optimal attack.
The transactive controllers report
their current state in the bids. In partic-
ular, the controllers choose as the bid’s
quantity the current demand of their
appliances, which approximates future
demand. Furthermore, the bid's price
is an estimation of the price neces-
sary to maintain the current demand.
Moreover, GridLAB-D assumes that the
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nonresponsive loads bid the maximum
price allowed in the market.

EXPERIMENTAL RESULTS

We use the prototypical feeder R1-12.47-2
provided by the Pacific Northwest
National Laboratory;?® which represents
a moderately populated area. Our distri-
bution model has 570 commercial and
residential loads that, in turn, incorporate
appliances such as heating, ventilation,
and air conditioning (HVAC) systems;
water heaters; and pool pumps, among
others. Moreover, we simulate weather
from summertime in Nashville, Tennes-
see. The details of the market’s structure
are available in Neema et al.?

Impact of attacks

Figure 2 shows an example of the mar-
ket's equilibria before and after an
attack. The market equilibrium corre-
sponds to the intersection between the
demand and the offer curves, which
guarantees that the total demand equals
the total production. The offer curve
corresponds to the marginal cost, while
the demand curve corresponds to the
marginal valuation. In this example, the
adversary compromises 80% of HVAC
systems and manages to raise prices
and the total energy traded.

Figure 3 shows the economic impact
of the attack as a function of the attack’s
intensity, that is, the weight used in the
biased welfare function (denoted as A).
Observe that the adverse seller has
positive gains, which increase with the
attack’s intensity; however, the damage
to the customers exceeds the adversary's
profit. As expected, the attack harms the
social welfare because the adversary can
benefit only by causing losses to other
agents. Moreover, the adversary experi-
ences diminishing marginal returns; that
is, the attack’s marginal benefit decreases
as the intensity of the attack increases.

ABOUT THE AUTHORS

CARLOS BARRETO is a postdoctoral scholar at Vanderbilt University. His
research interests include security and resiliency of cyberphysical systems, risk
analysis, and game theoretic analysis of security problems. Barreto received a
Ph.D. in computer science from the University of Texas at Dallas. He is Member
of the IEEE. Contact him at carlos.a.barreto@vanderbilt.edu.

HIMANSHU NEEMA is a research assistant professor of computer science at
Vanderbilt University. His research interests include heterogeneous simulation
integration, modeling and simulation, cloud computing, model-integrated com-
puting, design-space exploration, artificial intelligence, planning, and schedul-
ing. Neema received a Ph.D. in computer science from Vanderbilt University.
Contact him at himanshu.neema@vanderbilt.edu.

XENOFON KOUTSOUKOS is a professor with the Department of Electrical Engi-
neering and Computer Science and a senior research scientist with the Institute
for Software Integrated Systems, Vanderbilt University. His research is in the
area of cyberphysical systems with an emphasis on security and resilience,
control, diagnosis and fault tolerance, formal methods, and adaptive resource
management. Koutsoukos received a Ph.D. degree in electrical engineering
from the University of Notre Dame. He is a Fellow of the IEEE. Contact him at

xenofon.koutsoukos@vanderbilt.edu.

Efficacy of the defense

Figure 2 shows an example of market
equilibrium with the proposed defense
scheme (we assume that the ISO knows
the precise proportion of devices com-
promised). This example illustrates that
our defense moves the demand curve to
the left to compensate for the actions of
the adversary. Now, let us evaluate the
impact of estimation errors in the effi-
cacy of the defense scheme. Figure 4
shows the social welfare loss when the
mitigation strategy has errors in terms
of estimating the number of devices
compromised. We find that the defense
cannot completely prevent the damage
of the attack, and its efficacy decreases
with the adversary’s resources (number
of devices compromised). The defense
has the worst performance when the esti-
mations exceed the real values because,

in these cases, all bidders incur losses.
Conversely, the best performance occurs
with underestimations.

his work shows how an adverse

generator can profit by compro-

mising customer devices that
participate in electricity markets (such
as transactive controllers). Specifically,
the adversary designs a false data injec-
tion attack on bids that changes the
market’s equilibria to its advantage. We
propose a mitigation strategy that drops
some of the bids to correct the impact
of the attack. This strategy requires
some information about the attack (such
as number of devices compromised)
to choose the appropriate number of
bids to drop. In this article, we observe
that the best performance occurs with
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underestimations. We validate our attack
model and defense on a distribution
system simulated in GridLAB-D. We
designed some tools to extend Grid-
LAB-D and facilitate resiliency analy-
sis of power grids against attacks (both
cyber and physical).
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